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Account takeover fraud
2020 trends

Account takeover (ATO) fraud — a form of identity theft that involves unauthorized access to a user’s online
accounts to enable financial crimes — was already on the rise before the onset of the COVID-19 pandemic.

A sharp increase in the number of online transactions is creating unique opportunities for criminals seeking to

perpetrate this type of fraud. The first step in preventing ATO is understanding it and the financial risks
it represents.

Successful ATO attempts
ATO trends pre-COVID-19

In 2019, fraudsters took advantage of data breaches to perpetrate successful ATO attempts.
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Potential ATO losses

ATO trends since the onset of COVID-19

In 2020, the rapid shift to life online — particularly for online banking — is leading to greater risk for
ATO losses.

First-time online banking usage increase immediately following

2000/ shelter-in-place orders
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How Experian solves the ATO problem

We provide a range of sophisticated analytics and tools that support the volume demands of the account-access
environment. Our open architecture fraud platform enables us to provide a wide range of owned and partner
solutions — enabling you to quickly adopt the most current relevant technologies like biometric and behavioral
metrics to protect your portfolio and your customers from fraudsters.

To learn more about ATO and how to prevent it, visit www.experian.com/accounttakeover.
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